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This Endorsement applies to the Policy described above.

PLEASE READ THE ENDORSEMENT CAREFULLY ESPECTALLY THE UNDERLINED PARTS WHICH EXEMPT THE COMPANY FROM

LIABILITY UNDER THIS POLICY.

THE INSURANCE PROVIDED BY THIS ENDORSEMENT FOR CYBER LIABILITY AND DATA PRIVACY INFRINGEMENT COVERAGE
IS CLAIMS-MADE AND REPORTED COVERAGE. EXCEPT AS OTHERWISE PROVIDED, SUCH COVERAGE APPLIES ONLY TO

CLAIMS THAT ARE BOTH FIRST MADE AGAINST YOU AND REPORTED TO US IN WRITTEN DURING THE POLICY PERIOD
OR ANY EXTENDED REPORTING PERIOD WE PROVIDED.

Under Coverages, the following coverage titled Cyber Liability And Data Privacy
Infringement Extension Claims—Made And Reported is added to this policy:



Coverages
Cyber Liability And

Data Privacy
Infringement
Extension

Limits Of Insurance

Cyber Liability And
Data Privacy
Infringement
Extension Aggregate
Limit

A Subject to all of the terms and conditions of this insurance, We will pay
damages, on behalf of You against Cyber Liability And Data Privacy
Infringement Loss arising from any Claim first made against You by any Third
Party and notified in writing to You during the policy period.

This coverage applies only to Cyber Liability And Data Privacy Infringement
Loss incurred in the Coverage Territory shown in the Schedule.
B This coverage applies only for:

5. infringement of any right to privacy by You; or

6. breach of confidence or misuse of confidential information held

on Your Computer System by You; or

7. Your negligence in respect of any Internet content; or

8. Your negligent failure to prevent a party, other than You, from
unauthorized access to, use of or tampering with Computer
Systems including:
(e) Hacker Attacks;
(f) Computer Virus attacks;
(g) Theft of Electronic Data; and

(h) negligent and inadvertent transmission by You to a Third

Party of any Computer Virus; or

resulting from the provision of Your Services.

Under Limits Of Insurance, the following provisions are added to this policy

The Cyber Liability And Data Privacy Infringement Aggregate Limit shown in the
Schedule is the most we will pay for the sum amounts described as reducing the
Limits Of Insurance in the provision titled Payments That Reduce The Limits Of

Insurance.

Any such sum we pay will reduce the amount of the aggregate limit available for
any other payment. The remaining amount of such aggregate limit is the most that

will be available for any other payment

If we or any insurer affiliated with us issue coverage for more than one policy
period, our obligation in connection with any one Claim shall be subject to,
and governed by, the Limits Of Insurance, and the other terms and conditions
of only one policy period. That policy period will be the one, if any, which

was effective at the time such Claim was first reported to us by you in writing.

The Insurer’ s total liability under this Extension is shown in Schedule, which

is part of, not in addition to, the Limit of Liability of this policy



Limits Of Insurance

Payments That
Reduce The Limits Of

Insurance

Exclusions

Under Limits Of Insurance, as applicable to Cyber Liability And Data Privacy

Infringement Extension, the following is added to the provision titled Payments
That Reduce The Limits Of Insurance.

Any Loss we pay will reduce the Cyber Liability And Data Privacy Infringement

Extension aggregate Limit

Any claim adjustment expenses we pay, in connection with Cyber Liability And

Data

Privacy Infringement Coverage, will reduce the Cyber Liability And

Data Privacy Infringement Aggregate Limit

Under Exclusions, the following provisions are added to this policy.

A. It is understood and agreed that the We shall not be liable under this policy

to make any payment for Loss directly or indirectly resulting from a Claim:

L.

based upon, arising from or in consequence of any actual or alleged

infringement of any patent or trade secret;

For the purpose of this Exclusion, Trade Secret means information,

including a formula, pattern, compilation, program, device, method,

technique or process, that:

(c) derives independent economic value, actual or potential, from

not being generally known to or readily ascertainable by other

persons who would obtain value from its disclosure for use, so

long as reasonable efforts have been made to maintain its

secrecy; and

(d) a business uses, which gives it an opportunity to obtain an

advantage over competitors who do not know it or use it

based upon, arising from or in consequence of any actual or alleged

antitrust, restraint of trade, unfair competition, false, deceptive or

unfair business practices, violation of consumer protection laws or

false or deceptive advertising including violations of any local, state

or federal laws regarding the aforementioned conduct;

. based upon, arising from or in consequence of any coupons, prize

discounts, prizes, awards, or any other valuable consideration given

in excess of the total contracted or expected amount;

. based upon, arising from or in consequence of any actual or alleged

inaccurate, inadequate, or incomplete description of the price of goods,

products or services; or as a result of your cost guarantees, cost

representations, contract price, or estimates of probable costs or cost

estimates being exceeded;

. based upon, arising from or in consequence of gambling, gaming,

lotteries, or pornography.




Definitions

Claim

B. This insurance does not apply to any:

1. exemplary or punitive damages;

2. fine or other penalty; or

3. multiple portion of any multiplied damages award.

This exclusion does not apply if such

1. exemplary or punitive damages;

2. fine or other penalty; or

3. multiple portion of any multiplied damages award.

is sustained by your client that results from Your Service, provided the

above damage or penalty is permitted under applicable law.

The following Definitions, applicable to Cyber Liability And Data Privacy

Infringement Extension Coverage, are added to this policy.

Claim means:

1. any written demand;

2. any civil proceeding brought against You;

3. any arbitral process;

4. any mediation; or

5. any administrative or regulatory investigation

against You for a Wrongful Act. Any Claim based upon, arising from, or in

consequence of a single or related Wrongful Act constitutes a single Claim.

Computer System

Computer System means electronic, wireless, web or similar systems (including
all hardware and software) used to process data or information in an analogue,
digital, electronic or wireless format including computer programs, electronic
data processing media, electronic data, electronic data communications
equipment, operating systems, computer network and networking equipment,
firmware, servers, websites, extranet, and all input, output, processing,
storage and on—line or off-line media libraries, music, graphic, entertainment
and other content (to the extent that they hold electronic data).

Computer Virus

Hacker Attack

Computer Virus means computer instructions placed on a Computer System without
the owner or user’ s knowledge or consent that are designed to harm, impede
corrupt, erase, remove, disrupt or destroy the Computer System, electronic data
or software (or any part of them). Computer Virus includes malicious codes

malware, Trojan horses, worms and time or logic bombs

Hacker Attack means authorised use of or gaining access to Computer System by



a person not authorised to do so or in an unauthorised manner.

Internet

Internet means the worldwide group of inter—connected networks accessible via
service providers or online service providers using dial—up telephone service
digital subscriber lines, integrated service digital network lines, cable modem

access or other transfer medium

Theft of Electronic
Data

Theft of Electronic Data means the unauthorized taking or misuse of information
by a third party (other than the Insured) that exists in electronic form, or
which is in the course of transmission to or from a mobile or wireless device
which is intended to interact with a Computer System, including account

information, confidential information, proprietary information and personal
information while stored in a Computer System maintained to the minimum

standards in respect of security and back up procedures as specified in the
Insured’ s written proposal in the supplementary proposal form for cover under

this Section.

Third Party

Third Party means any natural person, entity, regulator or any other
organization;

provided, however, Third Party does not mean You or any Insured.

CYBER LIABILITY AND DATA PRIVACY INFRINGEMENT EXTENSION SCHEDULE

Coverage Territory: «FIELD1 EN»
Retroactive Date: «FIELD2 _EN»
Cyber Liability and Data Privacy «FIELD3 EN»
Infringement Aggregate Limit:
Deductible: «FIELD4 EN»  each Claim
Minimum & Deposit Premium: «FIELD6 EN»

Premium Basis:
Estimated Sales: «FIELDS_EN»
Premium Rate: «FIELD9 EN»

If there are any discrepancy between this endorsement and the main policy, this

endorsement shall prevail. All other terms and conditions remain unchanged.



