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Emergency Incident Response Endorsement

It is agreed as follows

Emergency Incident Response Expenses incurred within the first 48 hours immediately
following the discovery of a reasonably suspected or confirmed Cyber Incident or Business
Interruption Incident by any Control Group member during the Policy Period and reported
to us pursuant to General Condition 5.7 Notification, which requires immediate attention in order to
mitigate the damage from, effects of and costs related to such Cyber Incident or Business
Interruption Incident.

Cyber Incident means any actual or reasonably suspected:

A. Computer Malicious Act, Human Error, Programming Error, failure of Network
Security or Unauthorised Use or Access or any other threat or action against a Your
Computer System, including those threats or actions done in the commission of a Cyber
Extortion Event;

B. A Privacy Wrongful Act or Network Security Wrongful Act; or
C. power failure, surge or diminution of an electrical system controlled by you;

o

that creates the need for Incident Response Expenses.

Emergency Incident Response Expenses, applicable to Insuring Agreement Extension 2.1 only,
means those reasonable and necessary expenses:

A. toretain the services of a cyber incident response manager for the purpose of coordinating
response to your reasonably suspected or confirmed Cyber Incident or Business
Interruption Incident;

B. toretain a third party computer forensics firm to determine the cause and scope of your
reasonably suspected or confirmed Cyber Incident and to initiate the process to stop,
reverse or remediate the effects of such Cyber Incident or Business Interruption
Incident.

Emergency Incident Response Expenses shall subject to a sublimit of [ ]. It’s a part of and
not in addition to the applicable Aggregate Limit shown in the Schedule for Incident
Response Expenses, and shall reduce and may completely exhaust such applicable Aggregate
Limit.

Insurance Representative means the person(s) employed by the Insured Organisation who is
responsible for procuring and maintaining the Insured Organisation’s insurance policy(ies).

Control Group means the Chief Finance Officer, Chief Executive Officer, General Counsel, Risk
Manager, Chief Information Officer, Chief Information Security Officer, Chief Technology Officer,
Data Protection Officer, Insurance Representative, or the organisational equivalent of any of
those positions of the Named Insured.



