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Incident Response Expenses Endorsement (Version G)

It is agreed that Definition 3.17 Incident Response Expenses is amended as following:

3.1 Incident Response Expenses means those reasonable and necessary expenses incurred by
you or which you become legally obligated to pay:

E. toretain the services of a third party computer forensics firm to determine the cause and
scope of your Network Security failure, or by an independent contractor for whom
you are legally responsible, to properly handle, manage, store, destroy or otherwise
control Personal Data;

F. tocomply with Privacy Regulations, including but not limited to the consumer
notification provisions of Privacy Regulations of the applicable jurisdiction that most
favors coverage for such expenses;

G. toretain alegal or regulatory advisor to communicate with a government agency to
determine the applicability of and actions necessary to comply with Privacy
Regulations; and, the costs to respond to any requests for information or demands by
any government agency alleging the violation of Privacy Regulations, including the
costs to provide any necessary privacy impact assessments, or costs to attend hearings;

H. with our prior written consent:
ix.  to voluntarily notify individuals whose Personal Data has been wrongfully
disclosed;
x. toretain a notification service, including the services of a call centre support service,

to voluntarily notify individuals whose Personal Data has been wrongfully
disclosed or otherwise compromised;

xi. to retain the services of a licensed investigator or credit specialist to provide up to one
year of fraud consultation to the individuals whose Personal Data has been
wrongfully disclosed or otherwise compromised;



xii.  for credit monitoring, identity theft monitoring, social media monitoring, credit
freezing, fraud alert service or fraud prevention software expenses for those
individuals who accept an offer made by or on behalf of you for credit monitoring,
identity theft monitoring, social media monitoring, credit freezing or fraud alert
services;

xiii.  to retain the services of third party identity restoration service for those individuals
who are confirmed as victims of identity theft directly resulting from a Wrongful
Act actually or allegedly committed by you and expressly covered under Insuring
Clause 1.1;

xiv.  to retain the services of a public relations firm, crisis management firm or law firm
for advertising or related communications solely for the purpose of protecting or
restoring your reputation as a result of a Wrongful Act;

xv. to retain the services of a law firm solely to determine your indemnification rights
under a written agreement with an independent contractor with respect to a Privacy
Wrongful Act or Network Security Wrongful Act expressly covered under this
Policy and actually or allegedly committed by such contractor.

xvi. of Goodwill Coupon(s) offered to an Affected Person for a future purchase of
the Named Insured’s products or services.

Incident Response Expenses do not include:
D. costs or expenses incurred to update or otherwise improve privacy or network security
controls, policies or procedures to a level beyond that which existed prior to the Privacy
Claim, Network Security Claim or Media Claim or to be compliant with Privacy
Regulations; or

E. taxes, fines, penalties, injunctions, or sanctions; or
F. your wages, salaries, internal operating costs or expenses, or fees.

For the purpose of this clause only, the following Definitions are added to the Policy:

a. Affected Person means the natural persons whose Personal Data is directly affected by a
Privacy Wrongful Act.

b. Goodwill Coupon means a coupon providing a discount or rebate that is offered to an Affected
Person in direct connection with a Privacy Wrongful Act. The Goodwill Coupon will
require each Affected Person to redeem or activate the discount or rebate that is offered by the
Insured within ninety (90) days of receipt of the Goodwill Coupon. Under no circumstances
shall the discount or rebate offered by the Insured be automatic or self-activating.

For clarification, Goodwill Coupon expenses will include

a. the cost to implement and distribute Goodwill Coupons, and
b. the aggregate cost to an Insured of any discounts or rebates provided to Affected Persons
upon such person’s redemption or activation of a Goodwill Coupon.

Total aggregate amount payable by us for any Goodwill Coupon expense will not exceed $< > per
discount or rebate offered to an Affected Person and be subject to a Goodwill Coupon aggregate
limit of $< > which will form part of and not be in addition to any Incident Response Expense
Limit offered under this Policy.

In all other respects this Policy remains unaltered.



