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X107 ABSOLUTE EXCLUSION - DATA RISK & CYBER LIABILITY

This Policy does not indemnify the Insured or any other person for any liability directly or indirectly caused by, arising
out of or in any way connected with:

Data Risk

any modification, corruption, loss, destruction, theft, misuse, illegitimate access, or unlawful or unauthorised processing
or disclosure of Data or the loss, destruction or theft of any computer, electronic device, hardware or component thereof
which contains Data.

Cyber
(i) unauthorised access (including access by Malware) to;

(i) the presence of Malware on;

(iii) the spread of Malware by;

(iv) the unauthorised use of;

(V) the malicious use of; or

(vi) malicious interference with (including, but not limited to, a distributed denial of service attack against);

any Computer System:
(a) owned, operated, controlled, leased or used; or
(b) sold, supplied, altered, constructed, repaired, serviced, designed, tested, installed or processed;

by or on behalf of the Insured.
For the purposes of this Exclusion, the following new Definitions are added to this Policy:

Computer System means

any computer hardware, software, firmware, electronic device, electronic data storage device, electronic data
backup facility, networking device, or any components thereof or any associated input and output devices,
including those that have the capability to be linked together through the internet or internal network or that are
connected through data storage or other devices.

Data means

any corporate or personal information in any format and includes, but is not limited to, records, reports, designs,
plans, formulas, processes, trade secrets, patents, financial information, medical or healthcare information,
contact information, account numbers, account histories, passwords or credit or debit card details, whether or not
in electronic form, and whether or not belonging to the Insured.

Malware means

programs, files or instructions of a malicious nature which may disrupt, harm, impede access to, or in any way
corrupt the operation of or Data within, any software or Computer System, including, but not limited to,
malicious code, ransomware, cryptoware, virus, trojans, worms and logic or time bombs.

In all other respects, this Policy remains unaltered.



